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Scope of Analysis

74
COMPONENTS IDENTIFIED
91% OF ALL COMPONENTS ARE IDENTIFIED

2 10
POLICY ALERTS
AFFECTING 12 COMPONENTS

19
SECURITY ALERTS
AFFECTING 14 COMPONENTS

13
LICENSE ALERTS

Security Issues

How bad are the vulnerabilities and how many are there?

Critical (7-10)

7
Severe (4-6)

12
Moderate (1-3)

0

The summary of security issues demonstrates 
the breakdown of vulnerabilities based on 
severity and the threat level it poses to your 
application.
The dependency depth highlights quantity and 
severity and distribution within the 
application's dependencies.

Dependency Depth

1

2
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4

5+

License Analysis

What type of licenses and how many of each?

Critical (8-10)

0
Severe (4-7)

3
Moderate (1-3)

10
No Threat (0)

61

The summary of license analysis 
demonstrates the number of licenses 
detected in each category.
The dependency depth compares 
quantity by category and the 
distribution within your application's 
dependencies.
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Policy Violations

Threat Policy Name Actions Component Conditions

7 No use restrictions Warning javax.xml.bind : jaxb-api : 2.2.2 License Threat 
Group is 'Use 
Restrictions'

org.json : json : 20131018 License Threat 
Group is 'Use 
Restrictions'

3 No weak copyleft - non-LGPL Warning com.sun.jersey : jersey-core : 1.9 License Threat 
Group is 'Weak 
Copyleft - non-LGPL'

com.sun.jersey : jersey-json : 1.9 License Threat 
Group is 'Weak 
Copyleft - non-LGPL'

com.sun.jersey : jersey-server : 1.9 License Threat 
Group is 'Weak 
Copyleft - non-LGPL'

com.sun.jersey.contribs : jersey-guice : 
1.9

License Threat 
Group is 'Weak 
Copyleft - non-LGPL'

com.sun.xml.bind : jaxb-impl : 2.2.3-1 License Threat 
Group is 'Weak 
Copyleft - non-LGPL'

javax.activation : activation : 1.1 License Threat 
Group is 'Weak 
Copyleft - non-LGPL'

javax.xml.bind : jaxb-api : 2.2.2 License Threat 
Group is 'Weak 
Copyleft - non-LGPL'

2 No advertising clause Warning com.att.nsa : cambriaClient : 0.0.1 License Threat 
Group is 'Advertising 
Clause'

com.att.nsa : saClientLibrary : 0.0.1 License Threat 
Group is 'Advertising 
Clause'

com.att.nsa : saToolkit : 0.0.1 License Threat 
Group is 'Advertising 
Clause'

commons-el : commons-el : 1.0 License Threat 
Group is 'Advertising 
Clause'



Security Issues

Threat Level Problem Code Component Status

9 sonatype-2015-
0002

commons-collections : commons-collections : 3.2.1 Open

8 CVE-2017-7525 com.fasterxml.jackson.core : jackson-databind : 2.5.3 Open

CVE-2017-7525 org.codehaus.jackson : jackson-mapper-asl : 1.8.8 Open

7 sonatype-2017-
0355

com.fasterxml.jackson.core : jackson-core : 2.5.3 Open

sonatype-2007-
0004

commons-httpclient : commons-httpclient : 3.1 Open

CVE-2015-1836 org.apache.hbase : hbase-client : 0.98.4-hadoop2 Open

sonatype-2017-
0359

org.apache.httpcomponents : httpclient : 4.5 Open

6 CVE-2016-5393 org.apache.hadoop : hadoop-common : 2.2.0 Open

sonatype-2008-
0019

org.apache.hadoop : hadoop-mapreduce-client-core : 2.2.0 Open

5 sonatype-2016-
0397

com.fasterxml.jackson.core : jackson-core : 2.5.3 Open

CVE-2012-5783 commons-httpclient : commons-httpclient : 3.1 Open

CVE-2014-0193 io.netty : netty : 3.6.6.Final Open

CVE-2014-3627 org.apache.hadoop : hadoop-yarn-common : 2.2.0 Open

CVE-2017-5637 org.apache.zookeeper : zookeeper : 3.4.6 Open

CVE-2011-4461 org.mortbay.jetty : jetty : 6.1.26 Open

4 CVE-2016-5725 com.jcraft : jsch : 0.1.42 Open

CVE-2012-6153 commons-httpclient : commons-httpclient : 3.1 Open

CVE-2014-3566 org.apache.hadoop : hadoop-common : 2.2.0 Open

CVE-2017-3161 org.apache.hadoop : hadoop-common : 2.2.0 Open

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-7525
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-7525
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-7525
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-7525
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-1836
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-1836
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-5393
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-5393
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-5783
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-5783
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0193
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0193
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-3627
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-3627
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-5637
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-5637
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-4461
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-4461
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-5725
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-5725
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-6153
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-6153
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-3566
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-3566
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-3161
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-3161


License Analysis

License Threat Component Status

CDDL-1.1, Sun-IP javax.xml.bind : jaxb-api : 2.2.2 Selected

JSON org.json : json : 20131018 Selected

Apache-2.0, BSD-2-
Clause, BSD-3-Clause, 
Non-Standard

org.apache.commons : commons-math : 2.1 Overridden

Apache-2.0, CDDL-1.1 com.sun.jersey : jersey-core : 1.9 Selected

CDDL-1.1 com.sun.jersey : jersey-json : 1.9 Selected

CDDL-1.1 com.sun.jersey : jersey-server : 1.9 Selected

CDDL-1.1 com.sun.jersey.contribs : jersey-guice : 1.9 Selected

BSD-3-Clause, 
CDDL-1.0, CDDL-1.1

com.sun.xml.bind : jaxb-impl : 2.2.3-1 Selected

CDDL-1.0 javax.activation : activation : 1.1 Selected

BSD-4-Clause com.att.nsa : cambriaClient : 0.0.1 Overridden

BSD-4-Clause com.att.nsa : saClientLibrary : 0.0.1 Overridden

Apache-2.0, BSD-4-
Clause

com.att.nsa : saToolkit : 0.0.1 Overridden

Apache-1.1, Apache-2.0 commons-el : commons-el : 1.0 Selected

Public Domain aopalliance : aopalliance : 1.0 Selected

BSD-3-Clause asm : asm : 3.1 Selected

Apache-2.0 com.carrotsearch : hppc : 0.7.1 Selected

Apache-2.0 com.fasterxml.jackson.core : jackson-annotations : 2.5.0 Selected

Apache-2.0 com.fasterxml.jackson.core : jackson-core : 2.5.3 Selected

Apache-2.0 com.fasterxml.jackson.core : jackson-databind : 2.5.3 Selected

Apache-2.0 com.github.stephenc.findbugs : findbugs-annotations : 1.3.9-1 Selected

Apache-2.0 com.google.inject : guice : 3.0 Selected

Apache-2.0 com.google.inject.extensions : guice-servlet : 3.0 Selected

BSD-3-Clause com.google.protobuf : protobuf-java : 2.5.0 Selected

BSD-3-Clause com.jcabi : jcabi-log : 0.14 Selected

BSD-3-Clause com.jcabi : jcabi-manifests : 1.1 Selected

BSD-3-Clause com.jcraft : jsch : 0.1.42 Selected

BSD-3-Clause com.thoughtworks.paranamer : paranamer : 2.3 Selected

Apache-2.0 commons-cli : commons-cli : 1.1 Selected

Apache-2.0 commons-codec : commons-codec : 1.7 Selected

Apache-2.0 commons-collections : commons-collections : 3.2.1 Selected

Apache-2.0 commons-configuration : commons-configuration : 1.10 Selected

Apache-2.0 commons-httpclient : commons-httpclient : 3.1 Selected



License Threat Component Status

Apache-2.0 commons-io : commons-io : 2.4 Selected

Apache-2.0 commons-lang : commons-lang : 2.6 Selected

Apache-2.0 commons-logging : commons-logging : 1.1.1 Selected

Apache-2.0 commons-net : commons-net : 3.1 Selected

Apache-2.0, BSD-3-
Clause, MIT, Public 
Domain

io.netty : netty : 3.6.6.Final Overridden

Apache-2.0 javax.inject : javax.inject : 1 Selected

BSD-2-Clause jline : jline : 1.0 Selected

Apache-2.0 log4j : log4j : 1.2.16 Selected

Apache-2.0 net.java.dev.jets3t : jets3t : 0.6.1 Selected

Apache-2.0 org.apache.avro : avro : 1.7.4 Selected

Apache-2.0 org.apache.commons : commons-compress : 1.4.1 Selected

Apache-2.0 org.apache.hadoop : hadoop-annotations : 2.2.0 Selected

Apache-2.0 org.apache.hadoop : hadoop-auth : 2.2.0 Selected

Apache-2.0, BSD-3-
Clause, BSD

org.apache.hadoop : hadoop-common : 2.2.0 Overridden

Apache-2.0 org.apache.hadoop : hadoop-mapreduce-client-core : 2.2.0 Selected

Apache-2.0 org.apache.hadoop : hadoop-yarn-api : 2.2.0 Selected

Apache-2.0 org.apache.hadoop : hadoop-yarn-common : 2.2.0 Selected

Apache-2.0 org.apache.hbase : hbase-client : 0.98.4-hadoop2 Selected

Apache-2.0 org.apache.hbase : hbase-common : 0.98.4-hadoop2 Selected

Apache-2.0 org.apache.hbase : hbase-protocol : 0.98.4-hadoop2 Selected

Apache-2.0 org.apache.httpcomponents : httpclient : 4.5 Selected

Apache-2.0 org.apache.httpcomponents : httpclient-cache : 4.5 Selected

Apache-2.0 org.apache.httpcomponents : httpcore : 4.4.1 Selected

Apache-2.0 org.apache.tinkerpop : gremlin-core : 3.0.1-incubating Selected

Apache-2.0 org.apache.tinkerpop : gremlin-shaded : 3.0.1-incubating Selected

Apache-2.0 org.apache.tinkerpop : tinkergraph-gremlin : 3.0.1-incubating Selected

Apache-2.0 org.apache.zookeeper : zookeeper : 3.4.6 Selected

Apache-2.0 org.cloudera.htrace : htrace-core : 2.04 Selected

Apache-2.0 org.codehaus.jackson : jackson-core-asl : 1.9.2 Selected

Apache-2.0 org.codehaus.jackson : jackson-jaxrs : 1.8.3 Selected

Apache-2.0 org.codehaus.jackson : jackson-mapper-asl : 1.8.8 Selected

Apache-2.0 org.codehaus.jackson : jackson-xc : 1.8.3 Selected

Apache-2.0 org.codehaus.jettison : jettison : 1.2 Selected

Apache-2.0 org.javatuples : javatuples : 1.2 Selected

Apache-2.0 org.mortbay.jetty : jetty : 6.1.26 Selected



License Threat Component Status

Apache-2.0 org.mortbay.jetty : jetty-util : 6.1.26 Selected

MIT org.slf4j : slf4j-api : 1.7.22 Selected

Public Domain org.tukaani : xz : 1.0 Selected

Apache-2.0 org.xerial.snappy : snappy-java : 1.0.5-M3 Selected

Apache-2.0 org.yaml : snakeyaml : 1.15 Selected

Apache-2.0 stax : stax-api : 1.0.1 Selected

BSD-2-Clause xmlenc : xmlenc : 0.52 Selected



Components

Component / Declared and Observed License Match State Age / Security Summary Policy Violations

aopalliance : aopalliance : 1.0 exact 12 years 0 0 0 0
Public Domain NA

asm : asm : 3.1 exact 10 years 0 0 0 0
BSD-3-Clause NA

com.att.nsa : cambriaClient : 0.0.1 exact 1 year 0 0 1 0
BSD-4-Clause NA

com.att.nsa : saClientLibrary : 0.0.1 exact 1 year 0 0 1 0
BSD-4-Clause NA

com.att.nsa : saToolkit : 0.0.1 exact 1 year 0 0 1 0
Apache-2.0, BSD-4-Clause NA

com.carrotsearch : hppc : 0.7.1 exact 2 years 0 0 0 0
Apache-2.0 NA

com.fasterxml.jackson.core : jackson-
annotations : 2.5.0

exact 3 years 0 0 0 0

Apache-2.0 NA

com.fasterxml.jackson.core : jackson-core : 
2.5.3

exact 2 years 0 0 0 0

Apache-2.0 7 within 2 Security Issues

com.fasterxml.jackson.core : jackson-
databind : 2.5.3

exact 2 years 0 0 0 0

Apache-2.0 8

com.github.stephenc.findbugs : findbugs-
annotations : 1.3.9-1

exact 6 years 0 0 0 0

Apache-2.0 NA

com.google.inject : guice : 3.0 exact 6 years 0 0 0 0
Apache-2.0 NA

com.google.inject.extensions : guice-servlet : 
3.0

exact 6 years 0 0 0 0

Apache-2.0 NA

com.google.protobuf : protobuf-java : 2.5.0 exact 4 years 0 0 0 0
BSD-3-Clause NA

com.jcabi : jcabi-log : 0.14 exact 3 years 0 0 0 0
BSD-3-Clause NA

com.jcabi : jcabi-manifests : 1.1 exact 3 years 0 0 0 0
BSD-3-Clause NA

com.jcraft : jsch : 0.1.42 exact 8 years 0 0 0 0
BSD-3-Clause 4

com.sun.jersey : jersey-core : 1.9 exact 6 years 0 0 1 0
Apache-2.0, CDDL-1.1 NA

com.sun.jersey : jersey-json : 1.9 exact 6 years 0 0 1 0
CDDL-1.1 NA

http://aopalliance.sourceforge.net
http://aopalliance.sourceforge.net
http://wiki.fasterxml.com/JacksonHome
http://wiki.fasterxml.com/JacksonHome
http://wiki.fasterxml.com/JacksonHome
http://wiki.fasterxml.com/JacksonHome
http://wiki.fasterxml.com/JacksonHome
http://wiki.fasterxml.com/JacksonHome
http://www.jcraft.com/jsch/
http://www.jcraft.com/jsch/


Component / Declared and Observed License Match State Age / Security Summary Policy Violations

com.sun.jersey : jersey-server : 1.9 exact 6 years 0 0 1 0
CDDL-1.1 NA

com.sun.jersey.contribs : jersey-guice : 1.9 exact 6 years 0 0 1 0
CDDL-1.1 NA

com.sun.xml.bind : jaxb-impl : 2.2.3-1 exact 7 years 0 0 1 0
BSD-3-Clause, CDDL-1.0, CDDL-1.1 NA

com.thoughtworks.paranamer : paranamer : 2.3 exact 7 years 0 0 0 0
BSD-3-Clause NA

commons-cli : commons-cli : 1.1 exact 10 years 0 0 0 0
Apache-2.0 NA

commons-codec : commons-codec : 1.7 exact 5 years 0 0 0 0
Apache-2.0 NA

commons-collections : commons-collections : 
3.2.1

exact 9 years 0 0 0 0

Apache-2.0 9

commons-configuration : commons-
configuration : 1.10

exact 4 years 0 0 0 0

Apache-2.0 NA

commons-el : commons-el : 1.0 exact 12 years 0 0 1 0
Apache-1.1, Apache-2.0 NA

commons-httpclient : commons-httpclient : 3.1 exact 10 years 0 0 0 0
Apache-2.0 7 within 3 Security Issues

commons-io : commons-io : 2.4 exact 5 years 0 0 0 0
Apache-2.0 NA

commons-lang : commons-lang : 2.6 exact 7 years 0 0 0 0
Apache-2.0 NA

commons-logging : commons-logging : 1.1.1 exact 10 years 0 0 0 0
Apache-2.0 NA

commons-net : commons-net : 3.1 exact 5 years 0 0 0 0
Apache-2.0 NA

io.netty : netty : 3.6.6.Final exact 4 years 0 0 0 0
Apache-2.0, BSD-3-Clause, MIT, Public Domain 5

javax.activation : activation : 1.1 exact 11 years 0 0 1 0
CDDL-1.0 NA

javax.inject : javax.inject : 1 exact 8 years 0 0 0 0
Apache-2.0 NA

javax.xml.bind : jaxb-api : 2.2.2 exact 7 years 0 1 1 0
CDDL-1.1, Sun-IP NA

jline : jline : 1.0 exact 6 years 0 0 0 0
BSD-2-Clause NA



Component / Declared and Observed License Match State Age / Security Summary Policy Violations

log4j : log4j : 1.2.16 exact 7 years 0 0 0 0
Apache-2.0 NA

net.java.dev.jets3t : jets3t : 0.6.1 exact 9 years 0 0 0 0
Apache-2.0 NA

org.apache.avro : avro : 1.7.4 exact 4 years 0 0 0 0
Apache-2.0 NA

org.apache.commons : commons-compress : 
1.4.1

exact 5 years 0 0 0 0

Apache-2.0 NA

org.apache.commons : commons-math : 2.1 exact 7 years 0 0 0 0
Apache-2.0, BSD-2-Clause, BSD-3-Clause, Non-Standard NA

org.apache.hadoop : hadoop-annotations : 2.2.0 exact 4 years 0 0 0 0

Apache-2.0 NA

org.apache.hadoop : hadoop-auth : 2.2.0 exact 4 years 0 0 0 0
Apache-2.0 NA

org.apache.hadoop : hadoop-common : 2.2.0 exact 4 years 0 0 0 0
Apache-2.0, BSD-3-Clause, BSD 6 within 3 Security Issues

org.apache.hadoop : hadoop-mapreduce-client-
core : 2.2.0

exact 4 years 0 0 0 0

Apache-2.0 6

org.apache.hadoop : hadoop-yarn-api : 2.2.0 exact 4 years 0 0 0 0
Apache-2.0 NA

org.apache.hadoop : hadoop-yarn-common : 
2.2.0

exact 4 years 0 0 0 0

Apache-2.0 5

org.apache.hbase : hbase-client : 0.98.4-
hadoop2

exact 3 years 0 0 0 0

Apache-2.0 7

org.apache.hbase : hbase-common : 0.98.4-
hadoop2

exact 3 years 0 0 0 0

Apache-2.0 NA

org.apache.hbase : hbase-protocol : 0.98.4-
hadoop2

exact 3 years 0 0 0 0

Apache-2.0 NA

org.apache.httpcomponents : httpclient : 4.5 exact 2 years 0 0 0 0
Apache-2.0 7

org.apache.httpcomponents : httpclient-cache : 
4.5

exact 2 years 0 0 0 0

Apache-2.0 NA

org.apache.httpcomponents : httpcore : 4.4.1 exact 2 years 0 0 0 0
Apache-2.0 NA

org.apache.tinkerpop : gremlin-core : 3.0.1-
incubating

exact 2 years 0 0 0 0

Apache-2.0 NA

http://www.jets3t.org
http://www.jets3t.org
http://avro.apache.org
http://avro.apache.org
http://commons.apache.org/proper/commons-compress/
http://commons.apache.org/proper/commons-compress/
http://www.apache.org
http://www.apache.org
http://www.apache.org
http://www.apache.org
http://www.apache.org
http://www.apache.org
http://www.apache.org
http://www.apache.org
http://www.apache.org
http://www.apache.org
http://www.apache.org
http://www.apache.org


Component / Declared and Observed License Match State Age / Security Summary Policy Violations

org.apache.tinkerpop : gremlin-shaded : 3.0.1-
incubating

exact 2 years 0 0 0 0

Apache-2.0 NA

org.apache.tinkerpop : tinkergraph-gremlin : 
3.0.1-incubating

exact 2 years 0 0 0 0

Apache-2.0 NA

org.apache.zookeeper : zookeeper : 3.4.6 exact 3 years 0 0 0 0
Apache-2.0 5

org.cloudera.htrace : htrace-core : 2.04 exact 4 years 0 0 0 0
Apache-2.0 NA

org.codehaus.jackson : jackson-core-asl : 1.9.2 exact 6 years 0 0 0 0

Apache-2.0 NA

org.codehaus.jackson : jackson-jaxrs : 1.8.3 exact 6 years 0 0 0 0
Apache-2.0 NA

org.codehaus.jackson : jackson-mapper-asl : 
1.8.8

exact 6 years 0 0 0 0

Apache-2.0 8

org.codehaus.jackson : jackson-xc : 1.8.3 exact 6 years 0 0 0 0
Apache-2.0 NA

org.codehaus.jettison : jettison : 1.2 exact 8 years 0 0 0 0
Apache-2.0 NA

org.javatuples : javatuples : 1.2 exact 6 years 0 0 0 0
Apache-2.0 NA

org.json : json : 20131018 exact 4 years 0 1 0 0
JSON NA

org.mortbay.jetty : jetty : 6.1.26 exact 7 years 0 0 0 0
Apache-2.0 5

org.mortbay.jetty : jetty-util : 6.1.26 exact 7 years 0 0 0 0
Apache-2.0 NA

org.slf4j : slf4j-api : 1.7.22 exact 1 year 0 0 0 0
MIT NA

org.tukaani : xz : 1.0 exact 6 years 0 0 0 0
Public Domain NA

org.xerial.snappy : snappy-java : 1.0.5-M3 exact 5 years 0 0 0 0
Apache-2.0 NA

org.yaml : snakeyaml : 1.15 exact 2 years 0 0 0 0
Apache-2.0 NA

stax : stax-api : 1.0.1 exact 11 years 0 0 0 0
Apache-2.0 NA

xmlenc : xmlenc : 0.52 exact 11 years 0 0 0 0
BSD-2-Clause NA

https://github.com/cloudera/htrace
https://github.com/cloudera/htrace
http://jackson.codehaus.org
http://jackson.codehaus.org
http://jackson.codehaus.org
http://jackson.codehaus.org
http://jackson.codehaus.org
http://jackson.codehaus.org
http://jackson.codehaus.org
http://jackson.codehaus.org
http://www.javatuples.org
http://www.javatuples.org
https://github.com/douglascrockford/JSON-java
https://github.com/douglascrockford/JSON-java
http://tukaani.org/xz/java.html
http://tukaani.org/xz/java.html
http://stax.codehaus.org/
http://stax.codehaus.org/
http://xmlenc.sourceforge.net
http://xmlenc.sourceforge.net


Component / Declared and Observed License Match State Age / Security Summary Policy Violations

champ-1.1.0-SNAPSHOT-jar-with-
dependencies.jar

unknown NA 0 0 0 0

champ-1.1.0-SNAPSHOT-javadoc.jar unknown NA 0 0 0 0
champ-1.1.0-SNAPSHOT-sources.jar unknown NA 0 0 0 0
champ-1.1.0-SNAPSHOT.jar unknown NA 0 0 0 0
jnidispatch.dll unknown NA 0 0 0 0
jnidispatch.dll unknown NA 0 0 0 0
jnidispatch.dll unknown NA 0 0 0 0
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