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Scope of Analysis
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COMPONENTS IDENTIFIED POLICY ALERTS SECURITY ALERTS LICENSE ALERTS
85% OF ALL COMPONENTS ARE IDENTIFIED AFFECTING 7 COMPONENTS AFFECTING 2 COMPONENTS

o Security Issues

How bad are the vulnerabilities and how many are there?
Critical (7-10)
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Severe (4-6)
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| Dependency Depth

The summary of security issues demonstrates 1
the breakdown of vulnerabilities based on
severity and the threat level it poses to your
application.

The dependency depth highlights quantity and
severity and distribution within the 3
application's dependencies.
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® License Analysis

What type of licenses and how many of each?

Critical (8-10)
Dependency Depth

The summary of license analysis 1 ) Q
demonstrates the number of licenses
detected in each category. @
O,
Severe (4-7) 5% The dependency depth compares 2 ®

guantity by category and the

1 27% distribution within your application's 3 ) O
dependencies.
4
Moderate (1-3) ® o
5 o

No Threat (0)



Policy Violations

Threat  Policy Name Actions Component Conditions

7 No use restrictions Warning org.json : json : 20131018 License Threat
Group is 'Use
Restrictions'
3 No weak copyleft - non-LGPL  Warning ch.qos.logback : logback-classic : 1.1.2 License Threat
Group is 'Weak
Copyleft - non-LGPL'
ch.qos.logback : logback-core : 1.1.2 License Threat
Group is 'Weak
Copyleft - non-LGPL'
junit : junit : 4.12 License Threat
Group is 'Weak
Copyleft - non-LGPL'
2 No advertising clause Warning com.att.nsa : cambriaClient : 0.0.1 License Threat
Group is 'Advertising
Clause'
com.att.nsa : saClientLibrary : 0.0.1 License Threat
Group is 'Advertising
Clause'
com.att.nsa : saToolkit : 0.0.1 License Threat
Group is 'Advertising
Clause'



Security Issues

Threat Level Problem Code Component Status
§ 7 CVE-2017-5929 (1, ch.qos.logback : logback-classic : 1.1.2 Open
I

E ggggtype'mﬂ' ) org.apache.httpcomponents : httpclient : 4.4.1 Open
|


http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-5929
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-5929

License Analysis

License Threat

]

JSON
EPL-1.0
EPL-1.0
EPL-1.0
BSD-4-Clause
BSD-4-Clause

Apache-2.0, BSD-4-
Clause

Apache-2.0

Apache-2.0, CCO0-1.0,
Public Domain

Apache-2.0
Apache-2.0
Apache-2.0
BSD-2-Clause
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0
Apache-2.0
BSD-3-Clause
BSD-3-Clause
MIT
Apache-2.0

Component
21 org.json : json : 20131018

= ch.qos.logback : logback-classic : 1.1.2
1 ch.qos.logback : logback-core : 1.1.2
2 junit : junit : 4.12

1 com.att.nsa : cambriaClient : 0.0.1

21 com.att.nsa : saClientLibrary : 0.0.1

) com.att.nsa : saToolkit : 0.0.1

=1 com.google.code.gson : gson : 2.3.1

) com.google.guava : guava : 21.0

1 commons-codec : commons-codec : 1.9

) commons-io : commons-io : 2.5

J commons-logging : commons-logging : 1.2

2 jline :jline: 2.12.1

) org.apache.commons : commons-lang3 : 3.5
) org.apache.httpcomponents : httpclient : 4.4.1
1 org.apache.httpcomponents : httpclient-cache : 4.5
=1 org.apache.httpcomponents : httpcore : 4.4.1
1 org.apache.httpcomponents : httpmime : 4.4.1
=1 org.functionaljava : functionaljava : 4.2

) org.hamcrest : hamcrest-core : 1.3

1 org.slf4j : slf4j-api : 1.7.10

J org.yaml : snakeyaml : 1.14

Status
Selected

Selected
Selected
Selected
Overridden
Overridden

Overridden

Selected

Overridden

Selected
Selected
Selected
Selected
Selected
Selected
Selected
Selected
Selected
Selected
Selected
Selected

Selected



Components

Component / Declared and Observed License
ch.qos.logback : logback-classic : 1120
EPL-1.0
ch.qos.logback : logback-core : 1.1.20
EPL-1.0
com.att.nsa : cambriaClient : 0.0.1
BSD-4-Clause
com.att.nsa : saClientLibrary : 0.0.1
BSD-4-Clause

com.att.nsa : saToolkit : 0.0.1

Apache-2.0, BSD-4-Clause

com.google.code.gson : gson : 2.3.1
Il Apache-2.0

com.google.guava: guava: 21.0

I Apache-2.0, CCO0-1.0, Public Domain
commons-codec : commons-codec : 1.9

] Apache-2.0

commons-io : commons-io : 2.5
I Apache-2.0

commons-logging : commons-logging : 1.2
Il Apache-2.0

jline : jline: 2.12.1
I BSD-2-Clause

junit : junit : 4129

EPL-1.0

org.apache.commons : commons-lang3: 358

I Apache-2.0

org.apache.httpcomponents : httpclient : 4.4.1

Il Apache-2.0

org.apache.httpcomponents : httpclient-cache :

4.5
I Apache-2.0

org.apache.httpcomponents : httpcore : 4.4.1

Il Apache-2.0

org.apache.httpcomponents : httpmime : 4.4.1

I Apache-2.0

org.functionaljava : functionaljava : 420

[l BSD-3-Clause

Match State

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

exact

Age / Security Summary
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Policy Violations
1


http://logback.qos.ch
http://logback.qos.ch
http://logback.qos.ch
http://logback.qos.ch
http://junit.org
http://junit.org
http://commons.apache.org/proper/commons-lang/
http://commons.apache.org/proper/commons-lang/
http://functionaljava.org
http://functionaljava.org

Component / Declared and Observed License
org.hamcrest : hamcrest-core : 1.3

Il BSD-3-Clause
org.json : json : 20131018 &

~ 1 JSON

org.slf4j : slf4j-api: 1.7.10
B miT

org.yaml : snakeyaml : 1.14
Il Apache-2.0

jtosca-1.1.1jar
sdc-distribution-ci-1.1.51-SNAPSHOT .jar
sdc-distribution-client-1.1.51-SNAPSHOT jar

sdc-tosca-1.1.32.jar

Match State

exact

exact

exact

exact

unknown
unknown
unknown

unknown

Age / Security Summary
5years

4 years

3years

3 years

NA
NA
NA

NA

Policy Violations


https://github.com/douglascrockford/JSON-java
https://github.com/douglascrockford/JSON-java
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