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Scope of Analysis

37 | 18 | 7 20

COMPONENTS IDENTIFIED POLICY ALERTS SECURITY ALERTS LICENSE ALERTS
93% OF ALL COMPONENTS ARE IDENTIFIED AFFECTING 20 COMPONENTS AFFECTING 4 COMPONENTS

o Security Issues

How bad are the vulnerabilities and how many are there?
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® License Analysis

What type of licenses and how many of each?

Critical (8-10)
Dependency Depth

The summary of license analysis 1 ® O
demonstrates the number of licenses
59% detected in each category. ® Q
Severe (4-7) ° The dependency depth compares 2
guantity by category and the
2 distribution within your application's 3 (]

dependencies.
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000

No Threat (0)



Policy Violations

Threat  Policy Name
7 No use restrictions
3 No weak copyleft - non-LGPL

Actions

Warning

Warning

Component

javax.jms:jms: 1.1

org.json : json : 20131018

javax.annotation : javax.annotation-api :
1.2

javax.servlet : javax.servlet-api : 3.1.0

javax.ws.rs : javax.ws.rs-api : 2.0.1

org.glassfish.hk2 : hk2-api : 2.4.0-b31

org.glassfish.hk2 : hk2-locator : 2.4.0-b31

org.glassfish.hk2 : hk2-utils : 2.4.0-b31

org.glassfish.hk2 : osgi-resource-locator :
1.0.1

org.glassfish.hk2.external : aopalliance-
repackaged : 2.4.0-b31

org.glassfish.hk2.external : javax.inject :
2.4.0-b31

org.glassfish.jersey.bundles.repackaged :
jersey-guava : 2.22.1

org.glassfish.jersey.core : jersey-client :
2.22.1

org.glassfish.jersey.core : jersey-
common : 2.22.1

org.glassfish.jersey.ext : jersey-entity-
filtering : 2.22.1

org.glassfish.jersey.media : jersey-media-
json-jackson : 2.22.1

Conditions

License Threat
Group is 'Use
Restrictions'

License Threat
Group is 'Use
Restrictions'

License Threat
Group is 'Weak
Copyleft - non-LGPL'
License Threat
Group is 'Weak
Copyleft - non-LGPL'
License Threat
Group is 'Weak
Copyleft - non-LGPL'
License Threat
Group is 'Weak
Copyleft - non-LGPL'
License Threat
Group is 'Weak
Copyleft - non-LGPL'
License Threat
Group is 'Weak
Copyleft - non-LGPL'
License Threat
Group is 'Weak
Copyleft - non-LGPL'
License Threat
Group is 'Weak
Copyleft - non-LGPL'
License Threat
Group is 'Weak
Copyleft - non-LGPL'
License Threat
Group is 'Weak
Copyleft - non-LGPL'
License Threat
Group is 'Weak
Copyleft - non-LGPL'
License Threat
Group is 'Weak
Copyleft - non-LGPL'
License Threat
Group is 'Weak
Copyleft - non-LGPL'
License Threat
Group is 'Weak
Copyleft - non-LGPL'



Threat  Policy Name Actions Component

2 No advertising clause Warning com.att.aft : dme2 : 3.1.200
com.att.nsa : dmaapClient : jar : jar-with-
dependencies : 0.2.12

com.att.nsa : saClientLibrary : 0.0.1

com.att.nsa : saToolkit : 0.0.1

Conditions

License Threat
Group is 'Advertising
Clause’

License Threat
Group is 'Advertising
Clause'

License Threat
Group is 'Advertising
Clause'

License Threat
Group is 'Advertising
Clause'



Security Issues

Threat Level Problem Code Component

oo

~

o

CVE-2017-7525

CVE-2017-7525

sonatype-2017-
0355

sonatype-2017-
0359

sonatype-2017-
0355

sonatype-2017-
0359

sonatype-2016-
0397

I com.att.nsa : dmaapClient : jar : jar-with-dependencies : 0.2.12
I com.fasterxml.jackson.core : jackson-databind : 2.6.1

I com.att.nsa : dmaapClient : jar : jar-with-dependencies : 0.2.12
I com.att.nsa : dmaapClient : jar : jar-with-dependencies : 0.2.12
I com.fasterxml.jackson.core : jackson-core : 2.6.1

I org.apache.httpcomponents : httpclient : 4.5

I com.fasterxml.jackson.core : jackson-core : 2.6.1

Status
Open

Open
Open

Open
Open
Open

Open


http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-7525
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-7525
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-7525
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-7525

License Analysis

License Threat

Sun
JSON
CDDL-1.1

Apache-2.0, CDDL-1.0,
CDDL-1.1

Apache-2.0, CDDL-1.1
CDDL-1.1
CDDL-1.1
CDDL-1.1
CDDL-1.1
CDDL-1.1
Apache-2.0, CDDL-1.1

Apache-2.0, CCO0-1.0,
CDDL-1.1, Public Domain

CDDL-1.1
CDDL-1.1
CDDL-1.1
CDDL-1.1
BSD-4-Clause
BSD-4-Clause
BSD-4-Clause

Apache-2.0, BSD-4-
Clause

"] Apache-2.0
| Apache-2.0
"] Apache-2.0
] Apache-2.0
"] Apache-2.0
"] Apache-2.0
"] Apache-2.0
"] Apache-2.0
"] Apache-2.0
| BSD-2-Clause
"] Apache-2.0
"] Apache-2.0
"] Apache-2.0

Component

javax.jms:jms: 1.1
org.json : json : 20131018
javax.annotation : javax.annotation-api : 1.2

javax.servlet : javax.servlet-api : 3.1.0

javax.ws.rs : javax.ws.rs-api : 2.0.1

org.glassfish.hk2 : hk2-api : 2.4.0-b31

org.glassfish.hk2 : hk2-locator : 2.4.0-b31

org.glassfish.hk2 : hk2-utils : 2.4.0-b31

org.glassfish.hk2 : osgi-resource-locator : 1.0.1
org.glassfish.hk2.external : aopalliance-repackaged : 2.4.0-b31
org.glassfish.hk2.external : javax.inject : 2.4.0-b31

org.glassfish.jersey.bundles.repackaged : jersey-guava : 2.22.1

org.glassfish.jersey.core : jersey-client : 2.22.1
org.glassfish.jersey.core : jersey-common : 2.22.1
org.glassfish.jersey.ext : jersey-entity-filtering : 2.22.1
org.glassfish.jersey.media : jersey-media-json-jackson : 2.22.1
com.att.aft : dme2 : 3.1.200

com.att.nsa : dmaapClient : jar : jar-with-dependencies : 0.2.12
com.att.nsa : saClientLibrary : 0.0.1

com.att.nsa : saToolkit : 0.0.1

com.fasterxml.jackson.core : jackson-annotations : 2.5.4
com.fasterxml.jackson.core : jackson-core : 2.6.1
com.fasterxml.jackson.core : jackson-databind : 2.6.1
com.fasterxml.jackson.jaxrs : jackson-jaxrs-base : 2.5.4

com.fasterxml.jackson.jaxrs : jackson-jaxrs-json-provider : 2.5.4

com.fasterxml.jackson.module : jackson-module-jaxb-annotations : 2.5.4

commons-codec : commons-codec : 1.9
commons-io : commons-io : 2.4
commons-logging : commons-logging : 1.2
jline :jline:2.12.1

log4j : apache-log4j-extras : 1.2.17

log4j : log4j:1.2.17

org.apache.httpcomponents : httpclient : 4.5

Status
Overridden

Selected
Selected

Selected

Selected
Selected
Selected
Selected
Selected
Selected
Selected

Overridden

Selected
Selected
Selected
Selected
Overridden
Selected
Overridden

Overridden

Selected
Selected
Selected
Selected
Selected
Selected
Selected
Selected
Selected
Selected
Selected
Selected

Selected



License Threat
] Apache-2.0

] Apache-2.0
] Apache-2.0

o omir

Component

) org.apache.httpcomponents : httpclient-cache : 4.5
1 org.apache.httpcomponents : httpcore : 4.4.1
) org.javassist : javassist : 3.18.1-GA

21 org.slf4j : slf4j-api: 1.7.6

Status
Selected

Selected
Selected

Selected



Components

Component / Declared and Observed License Match State Age / Security Summary Policy Violations
com.att.aft : dme2: 3.1.200 exact 1year 1
BSD-4-Clause
com.att.nsa : saClientLibrary : 0.0.1 exact 1 year 1
BSD-4-Clause
com.att.nsa : saToolkit : 0.0.1 exact 1year 1
Apache-2.0, BSD-4-Clause
com.fasterxml.jackson.core : jackson- exact 2 years
annotations : 2.5.4

I Apache-2.0
com.fasterxml.jackson.core : jackson-core: exact 2 years
2610

I Apache-2.0 B within 2 Security Issues
com.fasterxml.jackson.core : jackson- exact 2 years
databind : 2.6.1&

I Apache-2.0 B
com.fasterxml.jackson.jaxrs : jackson-jaxrs- exact 2 years
base: 2.5.4

I Apache-2.0
com.fasterxml.jackson.jaxrs : jackson-jaxrs- exact 2 years
json-provider : 2.5.4

Il Apache-2.0
com.fasterxml.jackson.module : jackson- exact 2 years
module-jaxb-annotations : 2.5.4

I Apache-2.0
commons-codec : commons-codec : 1.9 exact 4 years

Il Apache-2.0
commons-io : commons-io : 2.4 exact 5years

I Apache-2.0
commons-logging : commons-logging : 1.2 exact 3 years

Il Apache-2.0
javax.annotation : javax.annotation-api : 1.2 exact 4 years 1
CDDL-1.1
javax.jms : jms: 1.1 exact 12 years

! Sun
javax.servlet : javax.servlet-api : 3.1.0 exact 4 years 1

H

Apache-2.0, CDDL-1.0, CDDL-1.1

javax.ws.rs : javax.ws.rs-api : 2.0.1 exact

w
<
()

ars 1

5|

Apache-2.0, CDDL-1.1
jline : jline: 2.12.1 exact

N
<
(¢}

ars

H

Il BSD-2-Clause

log4j : apache-log4j-extras : 1.2.17 exact ars

N
<
D

H

I Apache-2.0


http://wiki.fasterxml.com/JacksonHome
http://wiki.fasterxml.com/JacksonHome
http://wiki.fasterxml.com/JacksonHome
http://wiki.fasterxml.com/JacksonHome
http://wiki.fasterxml.com/JacksonHome
http://wiki.fasterxml.com/JacksonHome
http://wiki.fasterxml.com/JacksonJAXBAnnotations
http://wiki.fasterxml.com/JacksonJAXBAnnotations

Component / Declared and Observed License Match State Age / Security Summary Policy Violations

log4j : log4j : 1.2.17 exact 5years

I Apache-2.0 NA
org.apache.httpcomponents : httpclient : 4.5 exact 2 years

1 Apache-2.0 .
org.apache.httpcomponents : httpclient-cache : exact 2 years
4.5

I Apache-2.0 NA
org.apache.httpcomponents : httpcore: 4.4.1  exact 2 years

Il Apache-2.0 NA
org.glassfish.hk2 : hk2-api : 2.4.0-b31 exact 2 years 1
CDDL-1.1 NA
org.glassfish.hk2 : hk2-locator : 2.4.0-b31 exact 2 years 1
CDDL-1.1 NA
org.glassfish.hk2 : hk2-utils : 2.4.0-b31 exact 2 years 1
CDDL-1.1 NA
org.glassfish.hk2 : osgi-resource-locator : 1.0.1 exact 7 years 1
CDDL-1.1 NA
org.glassfish.hk2.external : aopalliance- exact 2 years 1
repackaged : 2.4.0-b31
CDDL-1.1 NA
org.glassfish.nk2.external : javax.inject : 2.4.0- exact 2 years 1
b31
Apache-2.0, CDDL-1.1 NA
org.glassfish.jersey.bundles.repackaged : exact 2 years 1
jersey-guava: 2.22.1
Apache-2.0, CC0-1.0, CDDL-1.1, Public Domain NA
org.glassfish.jersey.core : jersey-client : 2.22.1 exact 2 years 1
CDDL-1.1 NA
org.glassfish.jersey.core : jersey-common : exact 2 years 1
2221
CDDL-1.1 NA
org.glassfish.jersey.ext : jersey-entity-filtering : exact 2 years 1
2.22.1
CDDL-1.1 NA
org.glassfish.jersey.media : jersey-media-json- exact 2 years 1
jackson : 2.22.1
CDDL-1.1 NA
org.javassist : javassist : 3.18.1-GA exact 4 years

1 Apache-2.0 NA
org.json : json: 20131018 @ exact 4 years
JSON NA
org.slf4j : slf4j-api: 1.7.6 exact 3 years

oM NA


https://github.com/douglascrockford/JSON-java
https://github.com/douglascrockford/JSON-java

Component / Declared and Observed License

com.att.nsa : dmaapClient : jar : jar-with-
dependencies : 0.2.12

BSD-4-Clause
dmaapClient-1.0.1-SNAPSHOT-javadoc.jar

dmaapClient-1.0.1-SNAPSHOT-sources.jar

dmaapClient-1.0.1-SNAPSHOT .jar

Match State

similar

unknown
unknown

unknown

Age / Security Summary
1year

.within 3 Security Issues
NA
NA
NA

Policy Violations
1
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