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Scope of Analysis

38
COMPONENTS IDENTIFIED
100% OF ALL COMPONENTS ARE IDENTIFIED

4 1 1
POLICY ALERTS
AFFECTING 6 COMPONENTS

9
SECURITY ALERTS
AFFECTING 5 COMPONENTS

4
LICENSE ALERTS

Security Issues

How bad are the vulnerabilities and how many are there?

Critical (7-10)

5
Severe (4-6)

4
Moderate (1-3)

0

The summary of security issues demonstrates 
the breakdown of vulnerabilities based on 
severity and the threat level it poses to your 
application.
The dependency depth highlights quantity and 
severity and distribution within the 
application's dependencies.

Dependency Depth

1

2

3

4

5

License Analysis

What type of licenses and how many of each?

Critical (8-10)

0
Severe (4-7)

1
Moderate (1-3)

3
No Threat (0)

34

The summary of license analysis 
demonstrates the number of licenses 
detected in each category.
The dependency depth compares 
quantity by category and the 
distribution within your application's 
dependencies.

Dependency Depth

1

2

3

4

5+



Policy Violations

Threat Policy Name Actions Component Conditions

10 Security - Critical vulnerabilities Warning ch.qos.logback : logback-classic : 1.1.11 Security Vulnerability 
Severity >= 7

com.fasterxml.jackson.core : jackson-
databind : 2.8.10

Security Vulnerability 
Severity >= 7

commons-beanutils : commons-
beanutils : 1.9.3

Security Vulnerability 
Severity >= 7

ru.mynewtons : spring-boot-swagger-
starter : 1.0.1

Security Vulnerability 
Severity >= 7

7 License - Unknown license Warning ru.mynewtons : spring-boot-swagger-
starter : 1.0.1

License Threat 
Group is 'License not 
determined'

6 Security - Severe vulnerabilities Warning org.apache.tomcat.embed : tomcat-
embed-core : 8.5.27

Security Vulnerability 
Severity >= 4, 
Security Vulnerability 
Severity <= 6

ru.mynewtons : spring-boot-swagger-
starter : 1.0.1

Security Vulnerability 
Severity >= 4, 
Security Vulnerability 
Severity <= 6

3 License - Weak copyleft - non-
LGPL

Warning ch.qos.logback : logback-classic : 1.1.11 License Threat 
Group is 'Weak 
Copyleft - non-LGPL'

ch.qos.logback : logback-core : 1.1.11 License Threat 
Group is 'Weak 
Copyleft - non-LGPL'

org.apache.tomcat.embed : tomcat-
embed-core : 8.5.27

License Threat 
Group is 'Weak 
Copyleft - non-LGPL'



Security Issues

Threat Level Problem Code Component Status

9 CVE-2017-5929 ch.qos.logback : logback-classic : 1.1.11 Open

CVE-2017-1748
5

com.fasterxml.jackson.core : jackson-databind : 2.8.10 Open

CVE-2017-1748
5

ru.mynewtons : spring-boot-swagger-starter : 1.0.1 Open

CVE-2017-5929 ru.mynewtons : spring-boot-swagger-starter : 1.0.1 Open

7 CVE-2014-0114 commons-beanutils : commons-beanutils : 1.9.3 Open

6 CVE-2018-1305 org.apache.tomcat.embed : tomcat-embed-core : 8.5.27 Open

CVE-2018-1305 ru.mynewtons : spring-boot-swagger-starter : 1.0.1 Open

5 CVE-2018-1304 org.apache.tomcat.embed : tomcat-embed-core : 8.5.27 Open

CVE-2018-1304 ru.mynewtons : spring-boot-swagger-starter : 1.0.1 Open

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-5929
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-5929
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-17485
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-17485
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-17485
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-17485
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-17485
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-17485
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-5929
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-5929
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0114
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0114
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-1305
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-1305
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-1305
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-1305
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-1304
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-1304
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-1304
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-1304


License Analysis

License Threat Component Status

Apache-2.0, No Source 
License

ru.mynewtons : spring-boot-swagger-starter : 1.0.1 Open

EPL-1.0 ch.qos.logback : logback-classic : 1.1.11 Selected

EPL-1.0 ch.qos.logback : logback-core : 1.1.11 Selected

Apache-2.0, CDDL-1.1 org.apache.tomcat.embed : tomcat-embed-core : 8.5.27 Selected

MIT tiny-lr 0.0.3 Overridden

Apache-2.0 com.fasterxml : classmate : 1.3.4 Selected

Apache-2.0 com.fasterxml.jackson.core : jackson-annotations : 2.8.0 Selected

Apache-2.0 com.fasterxml.jackson.core : jackson-core : 2.8.10 Selected

Apache-2.0 com.fasterxml.jackson.core : jackson-databind : 2.8.10 Selected

Apache-2.0 commons-beanutils : commons-beanutils : 1.9.3 Selected

Apache-2.0 commons-collections : commons-collections : 3.2.2 Selected

Apache-2.0 commons-io : commons-io : 1.3.2 Selected

Apache-2.0 javax.validation : validation-api : 1.1.0.Final Selected

Apache-2.0 org.apache.commons : commons-lang3 : 3.4 Selected

Apache-2.0 org.apache.tomcat : tomcat-annotations-api : 8.5.27 Open

Apache-2.0 org.apache.tomcat.embed : tomcat-embed-el : 8.5.27 Open

Apache-2.0 org.apache.tomcat.embed : tomcat-embed-websocket : 8.5.27 Open

Apache-2.0, Public 
Domain

org.hibernate : hibernate-validator : 5.3.6.Final Open

Apache-2.0 org.jboss.logging : jboss-logging : 3.3.1.Final Selected

Apache-2.0, MIT org.slf4j : jcl-over-slf4j : 1.7.25 Selected

MIT org.slf4j : jul-to-slf4j : 1.7.25 Selected

Apache-2.0 org.slf4j : log4j-over-slf4j : 1.7.25 Selected

MIT org.slf4j : slf4j-api : 1.7.25 Selected

Apache-2.0 org.springframework : spring-aop : 4.3.14.RELEASE Open

Apache-2.0 org.springframework : spring-beans : 4.3.14.RELEASE Open

Apache-2.0 org.springframework : spring-context : 4.3.14.RELEASE Open

Apache-2.0, BSD-3-
Clause

org.springframework : spring-core : 4.3.14.RELEASE Open

Apache-2.0 org.springframework : spring-expression : 4.3.14.RELEASE Open

Apache-2.0 org.springframework : spring-web : 4.3.14.RELEASE Open

Apache-2.0 org.springframework : spring-webmvc : 4.3.14.RELEASE Open

Apache-2.0 org.springframework.boot : spring-boot : 1.5.10.RELEASE Open

Apache-2.0 org.springframework.boot : spring-boot-autoconfigure : 
1.5.10.RELEASE

Open



License Threat Component Status

Apache-2.0 org.springframework.boot : spring-boot-devtools : 1.5.10.RELEASE Open

Apache-2.0 org.springframework.boot : spring-boot-starter : 1.5.10.RELEASE Selected

Apache-2.0 org.springframework.boot : spring-boot-starter-logging : 
1.5.10.RELEASE

Selected

Apache-2.0 org.springframework.boot : spring-boot-starter-tomcat : 
1.5.10.RELEASE

Selected

Apache-2.0 org.springframework.boot : spring-boot-starter-web : 1.5.10.RELEASE Selected

Apache-2.0 org.yaml : snakeyaml : 1.17 Selected



Components

Component / Declared and Observed License Match State Age / Security Summary Policy Violations

tiny-lr 0.0.3 exact 5 years 0 0 0 0
MIT NA

ch.qos.logback : logback-classic : 1.1.11 exact 1 year 1 0 1 0
EPL-1.0 9

ch.qos.logback : logback-core : 1.1.11 exact 1 year 0 0 1 0
EPL-1.0 NA

com.fasterxml : classmate : 1.3.4 exact 6 months 0 0 0 0
Apache-2.0 NA

com.fasterxml.jackson.core : jackson-
annotations : 2.8.0

exact 1 year 0 0 0 0

Apache-2.0 NA

com.fasterxml.jackson.core : jackson-core : 
2.8.10

exact 7 months 0 0 0 0

Apache-2.0 NA

com.fasterxml.jackson.core : jackson-
databind : 2.8.10

exact 7 months 1 0 0 0

Apache-2.0 9

commons-beanutils : commons-beanutils : 1.9.3 exact 1 year 1 0 0 0
Apache-2.0 7

commons-collections : commons-collections : 
3.2.2

exact 2 years 0 0 0 0

Apache-2.0 NA

commons-io : commons-io : 1.3.2 exact 10 years 0 0 0 0
Apache-2.0 NA

javax.validation : validation-api : 1.1.0.Final exact 5 years 0 0 0 0
Apache-2.0 NA

org.apache.commons : commons-lang3 : 3.4 exact 3 years 0 0 0 0
Apache-2.0 NA

org.apache.tomcat : tomcat-annotations-api : 
8.5.27

exact 2 months 0 0 0 0

Apache-2.0 NA

org.apache.tomcat.embed : tomcat-embed-
core : 8.5.27

exact 2 months 0 1 1 0

Apache-2.0, CDDL-1.1 6 within 2 Security Issues

org.apache.tomcat.embed : tomcat-embed-el : 
8.5.27

exact 2 months 0 0 0 0

Apache-2.0 NA

org.apache.tomcat.embed : tomcat-embed-
websocket : 8.5.27

exact 2 months 0 0 0 0

Apache-2.0 NA

org.hibernate : hibernate-validator : 5.3.6.Final exact 5 months 0 0 0 0
Apache-2.0; Public Domain NA

http://logback.qos.ch
http://logback.qos.ch
http://logback.qos.ch
http://logback.qos.ch
http://wiki.fasterxml.com/JacksonHome
http://wiki.fasterxml.com/JacksonHome
http://wiki.fasterxml.com/JacksonHome
http://wiki.fasterxml.com/JacksonHome
http://wiki.fasterxml.com/JacksonHome
http://wiki.fasterxml.com/JacksonHome
http://beanvalidation.org
http://beanvalidation.org
http://commons.apache.org/proper/commons-lang/
http://commons.apache.org/proper/commons-lang/
http://tomcat.apache.org/
http://tomcat.apache.org/
http://tomcat.apache.org/
http://tomcat.apache.org/
http://tomcat.apache.org/
http://tomcat.apache.org/
http://tomcat.apache.org/
http://tomcat.apache.org/


Component / Declared and Observed License Match State Age / Security Summary Policy Violations

org.jboss.logging : jboss-logging : 3.3.1.Final exact 1 year 0 0 0 0
Apache-2.0 NA

org.slf4j : jcl-over-slf4j : 1.7.25 exact 1 year 0 0 0 0
Apache-2.0, MIT NA

org.slf4j : jul-to-slf4j : 1.7.25 exact 1 year 0 0 0 0
MIT NA

org.slf4j : log4j-over-slf4j : 1.7.25 exact 1 year 0 0 0 0
Apache-2.0 NA

org.slf4j : slf4j-api : 1.7.25 exact 1 year 0 0 0 0
MIT NA

org.springframework : spring-aop : 
4.3.14.RELEASE

exact 2 months 0 0 0 0

Apache-2.0 NA

org.springframework : spring-beans : 
4.3.14.RELEASE

exact 2 months 0 0 0 0

Apache-2.0 NA

org.springframework : spring-context : 
4.3.14.RELEASE

exact 2 months 0 0 0 0

Apache-2.0 NA

org.springframework : spring-core : 
4.3.14.RELEASE

exact 2 months 0 0 0 0

Apache-2.0; BSD-3-Clause NA

org.springframework : spring-expression : 
4.3.14.RELEASE

exact 2 months 0 0 0 0

Apache-2.0 NA

org.springframework : spring-web : 
4.3.14.RELEASE

exact 2 months 0 0 0 0

Apache-2.0 NA

org.springframework : spring-webmvc : 
4.3.14.RELEASE

exact 2 months 0 0 0 0

Apache-2.0 NA

org.springframework.boot : spring-boot : 
1.5.10.RELEASE

exact 2 months 0 0 0 0

Apache-2.0 NA

org.springframework.boot : spring-boot-
autoconfigure : 1.5.10.RELEASE

exact 2 months 0 0 0 0

Apache-2.0 NA

org.springframework.boot : spring-boot-
devtools : 1.5.10.RELEASE

exact 2 months 0 0 0 0

Apache-2.0 NA

org.springframework.boot : spring-boot-
starter : 1.5.10.RELEASE

exact 2 months 0 0 0 0

Apache-2.0 NA

org.springframework.boot : spring-boot-starter-
logging : 1.5.10.RELEASE

exact 2 months 0 0 0 0

Apache-2.0 NA



Component / Declared and Observed License Match State Age / Security Summary Policy Violations

org.springframework.boot : spring-boot-starter-
tomcat : 1.5.10.RELEASE

exact 2 months 0 0 0 0

Apache-2.0 NA

org.springframework.boot : spring-boot-starter-
web : 1.5.10.RELEASE

exact 2 months 0 0 0 0

Apache-2.0 NA

org.yaml : snakeyaml : 1.17 exact 2 years 0 0 0 0
Apache-2.0 NA

ru.mynewtons : spring-boot-swagger-starter : 
1.0.1

similar 1 month 1 2 0 0

Apache-2.0; No Source License 9 within 4 Security Issues
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